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The aim of the course is to introduce the communication systems of classic and highly automated vehicles. ECU level
communication, and in-vehicle communication protocols like CAN, LIN, MOST, FlexRay and Automotive Ethernet. Inter-
vehicle communication, V2X. Communication protocols. Automotive cybersecurity issues. Electromagnetic compatibility.
Testing and validation of communication systems. Vehicle diagnostics. Intelligent transport systems, implementation.
Computer network basics, protocols. Introduction to vehicle communication (V2X communication). Vehicle to vehicle
communication (V2V), vehicle to infrastructure communication (V2I). V2X architectures and protocols. Standard V2X
security and privacy. Electronic Control Units (ECUs) and ECU level communication (UART, SPI, 12C). Automotive in-
vehicle communication protocols and their applications (CAN, LIN, FlexRay, MOST, Automotive Ethernet) Cybersecurity of
in-vehicle communication systems. Electromagnetic compatibility of communication systems. Diagnostic capabilities of
communication systems. Testing and validation of vehicle communication systems.

The lab enables the practical implementation of individual student work. Some of the systems presented in the presentation
are also presented in practice.

A. Knowledge
[ ]
e Knows the automotive communication systems,
¢ knows the communication technologies of the automotive industry,
e is familiar with the communication security issues of automotive systems,
* knows electromagnetic compatibility issues of communication systems, their testing and validation.
B. Skills
[ ]
e |s able to use in-vehicle communication protocols,
e is capable of designing appropriate communication interfaces,
e can select a protocol for a particular autonomous vehicle function.
C. Attitudes
* Responsive to understanding new communication solutions.
D. Autonomy and Responsibility



* Takes responsibility of the work done.

Successful completion of 2 midterm exams and laboratories and submission of the laboratory assignment.

Delayed completion of individual homework.

Slides and lecture notes.
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